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0010121 The Discrete Mathematics

Course Number: 0010121

Course Title: The Discrete Mathematics

Course Type: Discipline Requirements

Credit: 2.5 Total Credit Hours: 45

Students: Undergraduate students majoring in Information Security
Prerequisites: Advanced Mathematics, Linear Algebra

Evaluation Method: Course participation + written exams

Writer: Bei Gong

Course Description:

Discrete mathematics is a compulsory and important subject-based course for information
security in universities of science and engineering. It is a mathematics course that deals with the
study of discrete structures and is closely related to computer science theory and applied technology.
Synthesis, analysis, induction in the course, Deduction, recursion and other methods have been
widely used in information Security. Not only do necessary theoretical preparations for subsequent
courses such as: data structures, operating systems, compilation principles, etc., but also some of
the scientific theories provided in the course content The examples applied in practice can train
students to gradually enhance the concepts and methods of how to implement the "scientific theory-
technology-productivity" transformation, improve students' adaptability in the era of knowledge
economy, and train students to have a certain ability to solve practical problems and Ability to
innovate, abstract thinking and generalization, rigorous mathematical reasoning.

Recommended Textbooks/References:

[1] Kenneth H. Rosen, Discrete Mathematics and Its Applications: And Its Applications (English
photocopy. 6th edition), Machinery Industry Press, 2008,5.

[2] Shao Xuecai, Discrete Mathematics (2nd Edition), Electronic Industry Press,2009,4.

[3] Shao Xuecai, Ye Xiuming, Discrete Mathematics (Fourth Edition), Mechanical Industry Press,
2011.

[4] [US] Richard Johnsonbaugh, Shi Chun, First Class Translation, Discrete Mathematics, People's
Posts and Telecommunications Publishing House, 2009.

[5] [US] by Kenneth H. Rosen, translated by Yuan Chongyi, "Discrete Mathematics and Its
Applications", Mechanical Industry Press, 2002.

[6] Zuo Xiaoling, Discrete Mathematics, Shanghai Scientific and Technical Document Press, 1982.
[7] Qu Wanling, Geng Suyun, Zhang Liang, Discrete Mathematics (2nd Edition), Tsinghua
University Press, 2008.

[8] Wang Yuanyuan, Discrete Mathematics, Mechanical Industry Press, 2010.



[9] Bemard Kolman, Robert C. Busby, Sharon Ross. Discrete Mathematical Structures, Higher
Education Press, 2001.
[10] Qu Wanling, etc., Discrete Mathematics, Higher Education Press, 2008.
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0005686 Digital Logic

Course Number: 0005686

Course Title: Digital Logic |

Course Type: Required course of subject basis

Credit: 3.0 Total Credit Hours: 48

Students: Undergraduate students majoring in Computer class
Prerequisites: Analog circuit technology

Evaluation Method: Course participation + written exams
Writer: Wang Xiujuan

Course Description:

Digital Logic is one of the required courses of subject basis for undergraduate students Major in
Computer class. The main target of this course is students mastering the basic concepts and methods
of digital logic, mastering the abstraction, analysis, and design abilities of circuits and developing
ability to apply development tools for corresponding simulations and applications. The teaching
contents are mainly covered by the following aspects: numerical system and code system; the basic
laws, basic rules and formulae commonly used of logic algebraic; Karnaugh map; grammatical rules
of HDL; three basic modeling methods; the analysis of the combinational logic circuit and the HDL
design; the hazard phenomenon in combination logic circuit; the operation principle of flip-flop; the
logical performance and HDL model; the analysis of typical sequential circuits and HDL design;
the design of general synchronous sequential logic circuits based on the state machine and HDL.

The teaching contents are mainly covered by the following aspects: Theory and knowledge of
logic algebra, analysis and design method of combinational circuit, analysis and design method of
synchronous sequential circuit, Verilog modeling method based on hardware description language.
The difficulties of teaching contents are described as followings: Design method of combinational

circuit and sequential circuit.

Recommended Textbooks/References:

1. WANG Xiujuan, WEI Jianhua, JIA Xibin The basis of digital logic and Verilog hardware
description language (The second edition). Beijing: Tsinghua University Press, 2020

2.  PENG lJianchao. Logic analysis and design of digital circuits. Beijing: Beijing University of
Technology Press, 2007

3. M. Rafiquzzaman;Steven A. McNinch. Digital Logic: With an Introduction to Verilog and
Fpga-Based Design. Wiley. 2019.9
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0010677 Introduction to Cyberspace Security

Course Number: 0010677

Course Title: Introduction to Cyberspace Security

Course Type: Required Course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security

Prerequisites:

Evaluation Method: Course participation + homework evaluation + written exams

Writer: Li Lin

Course Description:

Introduction to Cyber Space Security is a required course set by Faculty of information for
undergraduates majoring in information security. It is also an introductory course for other majors
to learn information security knowledge and an introduction to the complete knowledge system of
information security major. The task of this course is to enable students to understand and master
the characteristics of cyberspace security, the main subject knowledge, the curriculum system and
the basic requirements of talent training involved in information security. It aims to help students
understand the development history and evolution of cyberspace security technology, establish the
overall knowledge framework of information security major, clarify the quality and ability that
graduates of information security major should have, and train students to pursue science and truth,
love the motherland, and strive for the protection of cyberspace security, laying a solid foundation
for the follow-up study of other professional courses. The teaching contents are mainly covered by
the following aspects: Basic knowledge of cyberspace security, information security technology
framework, the key information security technologies such as cryptography, physical security,
system security, network security, content security and cyberspace security laws and regulations.
The difficulties of teaching contents are described as followings: information security technology
framework and key technologies.

Recommended Textbooks/References:

1.Liu Jianwei et al., Introduction to cyberspace security. Tsinghua University Press. September 2020.
2. Li Jian and Yang Jun. Introduction to cyberspace security. China Machine Press. December 2020.
3. Shen Changxiang et al., Introduction to Cyberspace Security, Electronic Industry Press, May 2018.
4.Shi Wenchang, Introduction to System Security in Cyberspace (3rd Ed.), Electronic Industry Press,
January 2021.

5.Zhu Jianming et al., Introduction to Information Security, Tsinghua University Press, September
2015.

6.Huang Bo et al., Introduction to Cyberspace Security Literacy, Tsinghua University Press, August


javascript:;

2019.
7.Ministry of education college cyberspace security discipline teaching steering committee,
Information Security Professional Guidance Professional Norms, Tsinghua University Press,

December 2019.
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0007947 High Level Language Programming

Course Number: 0007947

Course Title: High Level Language Programming
Course Type:

Credit: 3.5 Total Credit Hours:56

Students: Undergraduate students majoring in computer science

Prerequisites: no

Evaluation Method: Course participation + Stage programming test +written exams
Writer: Cai Yuejiang

Course Description:

High-level language programming is one of the public basic compulsory courses for undergraduate
students Major in computer science. This course relies on the C language for computer science
initiation education, initially cultivates students' computational thinking ability, trains the basic
methods and skills of program design, enables students to write programs to solve simple practical
problems, and lays a solid foundation for solving complex engineering problems. While imparting
knowledge, this course also trains students' hands-on ability, develops the ability to analyze and solve
engineering problems, and emphasizes the cultivation of abilities and the development of
individuality. The course is the foundation and important tool for subsequent theoretical and practical
teaching. The teaching contents are mainly covered by the following aspects: C language basic
grammar, three basic program control structures, data organization structure, function, program
organization structure, modular program design ideas and methods, first understanding of computer

algorithms and basic debugging skills of programs

Recommended Textbooks/References:

1. Liao Husheng, Ye Naiwen, and Zhou Jun. C Language Programming Case Tutorial (3rd
Edition). People's Posts and Telecommunications Publishing House, November 2018

2. Li Wenxin, etc. Program Design Guide and Online Practice (2nd Edition). Tsinghua
University Press. January 2017

3. Brian W. Kernighan, Dennis M. Ritchie. C Programming Language (2nd Edition). Machinery
Industry Press. August 2006

4. PJ.Deitel, H.M.Deitel. C University Course (5th Edition). Electronic Industry Press. May 2010
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0010734 Analog Electronic Technology

Course Number: 0010734

Course Title: Analog Electronic Technology

Course Type: Compulsory course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Computer Science and Technology (Experimental
class), Computer Science and Technology, Information Security (Experimental class), and Internet
of things Engineering

Prerequisites: Fundamentals of Circuit Analysis

Evaluation Method: Course participation + written exams

Writer: Shuopeng Li

Course Description:

Analog electronic technology is a basic compulsory course offered by the School of Computer
Science, Department of Information Techonology, for undergraduate students majoring in
computer science and technology, information security, and Internet of Things engineering. The
mission of this course is to enable students to master the basic theories and analysis methods of
analog electronic technology, and to cultivate students' innovative spirit, thinking ability, analysis
and practical problem-solving abilities in analog electronic technology design. The teaching
content focuses on the basic theory and basic analysis methods of analog electronic technology.
The difficulty of the teaching content is the analysis and design methods of analog electronic

circuits.

Recommended Textbooks/References:

1. Tong shibai, Hua chengying. Fundamentals of Analog Electronics (Fifth Edition.). Higher
Education Press. 2015
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0008186 Data Structure and Algorithm

Course Number: 0008186

Course Title: Data Structure and Algorithm

Course Type: Required Courses

Credit: 2.0 Total Credit Hours: 60

Students: Undergraduate students majoring in Computer Science and Technology, Internet of
Things Engineering, Information Security.

Prerequisites: High-level Language Programming, Data Structures and Algorithms

Evaluation Method: Course participation + written exam

Writer: Hang Su

Course Description:

The Data Structure and Algorithm is one of the required courses for undergraduate students Major
in the College of Computer Sciences of Faculty of Information Technology. This course faces non-
numerical processing problems. The main target of this course is to clarify cultivating students' basic
abilities in computational thinking, system analyzing and design, algorithm design and analyzing,
program design and realization. The main content involves basic data structure, sorting, indexing,
retrieval, advanced data structure, etc. From the perspective of logical structure, it systematically
introduces various basic data structures such as linear tables, strings, binary trees, trees and graphs;
systematically from the perspective of algorithms introduce various sorting, retrieval and indexing
algorithms; introduce more complex data structures and algorithm analysis techniques from the
perspective of application. Through the study of this course, students should master the basic
concepts of data structures and algorithms, the basic methods of rationally organizing data, the basic
algorithms for efficiently processing data, and the ability to choose appropriate data structures and

corresponding algorithms in the face of practical problems.

Recommended Textbooks/References:

1. Zhang Ming,Wang Tengjiao, Zhao Haiyan. Data Structure and Algorithm. Beijing. Higher
Education Press. 2011.1.

2. Yan Weimin, Wu Weiming. Data Structure(C). Tsinghua University Press, 2017.8.

3. Zhang Naixiao, Qiu Zongyan. Data Structure - C++ and Object-Oriented Approach. Beijing,
Higher Education Press. 2003.4.

4. Clifford A S. Data Structure and Algorithm (C++) (2" Edition). Beijing. Publishing House of
Electronics Industry. 2010.1.

5. Michael Main, Data Structures & Other Object Using C++(3" Edition). Beijing, Tsinghua

University Press. 2007.1.
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0007739 Principles of Computer Organization

Course Number: 0007739

Course Title: Principles of Computer Organization

Course Type: Compulsory course

Credit: 3.0 Total Credit Hours: 48

Students: Undergraduate students majoring in Computer Science and Technology, Information
Security, Internet of things Engineering

Prerequisites: Digital logic

Evaluation Method: Course participation + written exams

Writer: Zhu Wenjun

Course Description:

Principles of computer organization is one of the compulsory courses for undergraduate students
Major in computer science and technology, information security and internet of things engineering.
The main target of this course is to make students understand each functional unit, the composition
and implementation principle of computer. This course is focus on making students grasp the design
method of the computer system and its related technology, and master the function, format and
addressing mode of the instruction system. The teaching contents are mainly covered by the
following aspects: the hardware and software components of the computer system, the
representation of the internal data information of the computer, the numerical operation method, the
principle of the arithmetic unit, the principle and working process of the controller, the working
principle of the memory, the expansion of the memory capacity, the functions of the input and output
system and common control methods. The difficulties of teaching contents are described as
followings: the principle of the arithmetic unit, the principle and working process of the controller,

the working principle of the memory, the expansion of the memory capacity.

Recommended Textbooks/References:

1. Yi xiaolin, Zhu wenjun, Lu pengcheng, Fang juan, Mao guojun, Principles of Computer

Organization and Assembly Language, Tsinghua University Press, 03-2009.

2. David.A Patterson,John.L.Hennessy,Computer Organization and Design:The
Hardware/Software Interface (Fourth Edition), China Machine Press, 01-2012.
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0010114 Computer Networks

Course Number: 0010114

Course Title: Computer Networks

Course Type: Compulsory course

Credit: 2.5 Total Credit Hours: 40

Students: Undergraduate students majoring in Information Security
Prerequisites: Principle of computer composition

Evaluation Method: Course participation + written exams
Writer: Lijuan Duan

Course Description:

Computer network course is a compulsory course for undergraduate students Major in information
security. The main task of this course is to clarify the principle and technology of computer network;
to master the concept, composition, network architecture, the role of each layer of network system
structure, and the basic technology and theory behind various applications. The teaching contents
are mainly covered by the following aspects: network architecture, OSI reference model and TCP /
IP protocol, the details of physical layer, data link layer, network layer, transmission layer and
application layer protocol. The difficulties of teaching contents are described as followings: basic
principles and typical protocols of data link layer protocol, multiple access protocol, routing
algorithm and protocol, Internet protocol and TCP protocol.

Recommended Textbooks/References:

1.Edited by Andrew S. Tanenbaum, Nick Feamster, Davi J. wetherall, translated by Yan Wei and
pan Aimin, computer network (6th Edition), Tsinghua University Press, 1% June November 2022.

2.Xie Xiren, computer network (Seventh Edition). Beijing: Electronic Industry Press, January 2017.
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0010701 Mathematic Foundations of Information Security

Course Number: 0010701

Course Title: Mathematic Foundations of Information SecurityX
Course Type: Discipline Requirements

Credit: 2.5 Total Credit Hours: 45

Students: Undergraduate Students Major of Information Security
Prerequisites: Advanced Mathematics, Linear Algebra

Evaluation Method: Course participation + written exams
Writer: Xinglan Zhang

Course Description:

Mathematic Foundations for Information Security is a basic compulsory course for
undergraduate students Major in information security. It provide students some
necessary mathematical foundation used in other major courses. Primarily, the main
task of this course is serve to cryptography. Teaching focus: Fundamentals of number
theory, basic concepts and properties of algebraic structure. The difficulty of teaching
content: how to apply the mathematic idea and method to the practice analysis and
design.

Recommended Textbooks/References:

1.Chen Gongliang, Fundamentals of information security mathematics, Tsinghua
University Press, 2018.

2.Pan Chengdong, pan Chengbiao, elementary number theory, Peking University Press,
1992.
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0010065 Principle and Security of Operating System

Course Number: 0010065

Course Title: Principle and Security of Operating System

Course Type: Discipline Requirements

Credit: 3.0 Total Credit Hours: 48

Students: Undergraduate students majoring in Information Security

Prerequisites: Assembly Language Programming, High Level Language Programming, Principles
of Computer Organization, Data Structures and Algorithms, Introduction to Cyberspace Security
Evaluation Method: Course participation +experiment+ written exams

Writer: Weimin-Shi

Course Description:

This course are listed as compulsory courses in the discipline of information security, playing
an important role in the structure of computer knowledge and serving as an important foundation
for information security courses. The main target of this course is to clarify the basic concepts, basic
theories, basic methods, main functions, implementation technologies and security guarantee
mechanisms on operating systems, and then make further students with the ability to analyze, design
and develop and to solve security problems of operating systems. This course is focus on the
operation system mechanism of multi-user and multi-tasking, and strategies, methods and
characteristics of system resource management, and related technologies to ensure the security of
operating systems. The teaching contents are mainly covered by the following aspects: process
management, memory management and security, file management and security,, 1/O device
management. The difficulties of teaching include exception mechanism, system call, process
synchronization and mutual exclusion, inter-process communication, deadlock processing method,
non-contiguous memory management and protection mechanism, page replacement algorithm, file
structure, file access method, SPOOLing technology, access control based on permission bits.
Recommended Textbooks/References:

2. Abraham Silberschatz, Peter Bear Galvin, Greg Gagne, Operating system concepts (Ninth

Edition) , Machinery Industry Press, July 2018.

3. Fei XiangLin, Lou Bin, Operating system Tutorial (Fifth Edition) , Higher Education Press,

February 2014.

4. Tang XiaoDan, Liang HongBing, Zhe FengPing, Tang ZiYing, Computer operating system,

Xi’an University Press, May 2014.

5. Shi Wengchang. Information System Security Introduction (second Edition), Electronics

Industry press, February 2014.



TG
TRRBHR:
PR
TRAERA.
24y 25
TH] )X

0004864 R |

0004864
R T
Cryptography
SRR B
HMEFRF 40
BRZAe GRRID TlARAE

SABRAR: (3 A HOE IR
ERFR: TS %R

WM
H 5 BN E B 7 T AR AT W 2 RIE R B R IR . B R 2 A T AR
HHEIR T TP N AR AR AT, BB i A e
REEEXSERSE T R A B MU VA LUBOR AN A, AR AN IR 1 B s i 2 ik
HHR. WA SR IR AR A, R AR BRI SC R RE T . ARREM AN
H s HUE . FAE . SRR APTEEARE] BerEa. WEIME. 2
BRI E M AR S SRR USRI s A A A
Pl Brr 2 st 5 i REA B AR S T Ik, RS S R g R LY e
ASPRREMF 2, (2 AR i A LU A TR G0 T A, SR 4 A 7 A R AR B
BRGT7, NGRS A5 B 22 4 AR W R E 0 B 78 W S BB JE Al

(250-300 )

HEFIHREESES:

(1] B, PSS (B8 5 O, TEHRZEH M, 2022 427 H

(2] skAtak, ke, k&4, MNAZEY, P PR M, 201741 A
[3] dkMelE, g, %510 G5 3 D, sBUKRSHMAE, 2015457 H

[4] SR, BREDS, ARG, MM CGE 480, B DI HMEE, 2019 46 H

o X ARFEM ], #H

W HEM. A



0004864 Cryptography

Course Number: 0004864

Course Title: Cryptography I

Course Type: Discipline Requirements

Credit: 2.5 Total Credit Hours:40

Students: Undergraduate students majoring in Information Security
Prerequisites: Mathematical basis for information security
Evaluation Method: Course participation + written exams

Writer: Yihua Zhou

Course Description:

Cryptography is one of the compulsory courses for undergraduate students Major in
Information Security. Intended to enable students to understand and master the basic theories and
methods involved in cryptography, and possess the basic abilities of cryptography. Through the
study of this course, students are required to have a deep understanding of the basic theories and
methods involved in cryptography, and to be familiar with and master the main cryptographic
methods and technologies. Through the supporting experimental courses, students can master the
basic practical skills of cryptography. The teaching contents are mainly covered by the following
aspects: classical cryptography, sequence cryptography, block cryptography, public key
cryptography, digital signature, message authentication, hash function and cryptography protocol
etc. The difficulties of teaching contents are described as followings: Understand the basic ideas and
methods of block cipher, public key cipher, key management, digital signature design and analysis,
and cultivate students 'ability to solve problems in practice. Through study of this course, the
students can have a more comprehensive and systematic understanding of cryptography, master the
basic concepts, theories, techniques and methods of cryptography, and lay a solid theoretical
foundation for the cultivation of the ability to solve the problems of complex information security
engineering.

Recommended Textbooks/References:

1.Yang Bo,Modern, Cryptography (4th Edition), Tsinghua University Press, July 2022

2.Zhang Shibin, Wan Wunan, Zhang Jinquan, Applied Cryptography, Xi'an University of Electronic
Science and Technology Press, January 2017

3.Zhang Huanguo,Tang Ming, Introduction to Cryptography (3rd Edition), Wuhan University Press,
July 2015

4.Hu Xiangdong, Wei Qinfang, Hu Rong, Applied Cryptography (4th Edition), Electronic Industry
Press, June 2019
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0004850 Network Security Protocols

Course Number: 0004850

Course Title: Network Security Protocols

Course Type: Discipline Requirements

Credit: 2.0 Total Credit Hours:32

Students: Undergraduate students majoring in Information Security
Prerequisites: Computer Network

Evaluation Method: Course participation + Experiment participation + written exams
Writer: Yingxu Lai

Course Description:

Network Security Protocols is one of the basic courses for undergraduate students Major in
Information Security. The students are expected to understand the basic concepts, theories, methods,
and techniques of Network Security Protocols. The main target of this course is to clarify principle
of security mechanism of network protocol. This course is focus on data link layer security protocol,
network layer security protocol, transport layer security protocol, session layer security protocol
and application layer security protocol. The teaching contents are mainly covered by the following
aspects: 3 common VPN(Virtual Private Network) application patterns and the working principle
and setup process of VPN. The difficulties of teaching contents are described as followings:
application scenarios for security protocols and how to build a VPN network.

Recommended Textbooks/References:

1. Lai Yingxu, Yang Zhen, LiuJing. Network security protocol. Tshing University Press, 2012.10
2. Kou Xiaorui, Wang Qingxian. Network security protocol: Principle, structure and application
(Version 2). Higher Education Press, 2016.3

3. Xiao Meihua. Formal analysis and validation of security protocols. Science Press, 2019.11

4. Liu Tianhua, Zhu Hongfeng. Security protocol model and design. Science Press, 2018.6
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0008210 Network Attack and Protection

Course Number: 0008210

Course Title: Network Attack and Protection

Course Type: Compulsory course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security
Prerequisites: Computer network, Computer organization and architecture

Evaluation Method: Course participation + written exams
Writer: Zhen Yang

Course Description:

The course "Network Attack and Protection", is a compulsory course of 32 class hours for
information security majors.

Cyberspace now has become the "fifth space" for human activities beyond land, sea, air and
sky. Infrastructure in important areas of the country such as politics, economy, culture, society, and
the military is becoming increasingly closely linked to cyberspace. Cyber security, with its direct
impact on national security, has become an important part of the national security system. To
ensure implementation of "General National Security system" and maintenance of security in the
non-traditional field of cyberspace, professional talents are the key. At present, specialist in
cyberspace security is in great demand,especially those with practical skills.

The course is aimed in cultivating in learners’ practical capacity based on their' grasp of the
basic theoretical knowledge of information security. It is characterized by its strength in practice-
oriented instruction for undergraduates majoring in information security in their third or fourth
year. In this course, methods and principles related to network attack and protection will be
explored based on such main topics as network security situation analysis, network security
threat analysis, and network attack prevention practice. At the end of this course, learners are
expected to be able to understand the common security threats and attack methods in the network;
master the basic concepts, theories and methods of network defense technology; identify and
respond to unusual phenomenon in cyberspace;

Being able to do what is mentioned above will well prepare students for their future job in
network security, network management and information insurance etc.

Recommended Textbooks/References:

1. Lai Yingxu, Liu Shiyu, Yang Zhen, Liu Jing, Ye Chao, et al. (ed.).Computer Virus Research and
Defense (second edition). Beijing: Tsinghua University Press, December 2019.

2. Niu Shaozhang, Cui Baojiang, Li Jian (ed.). Information security conspectus (Third edition),

Beijing: Beijing University of Posts and Telecommunications Press, October 2016.
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0010652 Database Principles and Security

Course Number: 0010652

Course Title: Database Principles and Security

Course Type: Discipline Requirements

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Discrete Mathematics, Data Structures and Algorithms, Introduction to Cyberspace
Security, Operating System Principles and Security

Evaluation Method: Course participation + written exams

Writer: Zheng Li

Course Description:

The Database principles and security is one of the compulsory courses offered by the Faculty of
Information Technology for undergraduate students Major in Information Security. With the
continuous development of information technology, database systems have been widely used, and
face higher design requirements in terms of accuracy, efficiency and security. This course mainly
involves database concept, relational database and SQL, relational data theory, database security,
database design and programming. The targets of this course include the following aspects: to train
the students' logical thinking ability through the teaching of relational algebra and relational data
theory; to cultivate students' ability of abstraction and induction through the teaching of database
modeling; to enhance the flexibility of students' thinking through the introduction of query methods;
to cultivate students' ability of engineering thinking and software application and development
through the teaching of SQL language and transaction processing; to cultivate students' ability to
design schemes to ensure application security through the teaching of database security
requirements and application measures.

Recommended Textbooks/References:

1. Shan Wang, Shixuan Sa, Introduction to Database Systems (Sixth Edition). Higher Education
Press, 03-2023

2. Yue Chen, Hongzhao Kou, Xiaofei Fei, Xianling Lu, Database Security. National Defence
Industry Press, 01-2015

3. Jinyun Kuang, Jinliang Du, Database Principles Practices (SQL Server 2012). Tsinghua
University Press, 07-2015

4. Hui Liu, Zhiyong Peng et al, Database Security, Wuhan University Press, 10-2007

5. Jeffrey D. Ullman, Jennifer Widom, A First Course in DatabaseSystem (Third Edition) translated
by Lihua Yue, Peiquan Jin, Shouhong Wan et al. China Machine Press, 08-20009.
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0010706 Information System Security

Course Number: 0010706

Course Title: Information System Security

Course Type: Core Course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security

Prerequisites: Computer Network, Cryptography [

Evaluation Method: Course participation + written exams

Writer: Jianbiao Zhang

Course Description:

Information System Security is one of the core courses for undergraduate students Major in
information security. The main target of this course is about how to build a secure information
system, based on the information system security architecture, choose secure architecture planning
and design, adopt the key technologies and products, the information system of secure management
and secure evaluation, systematically on how to solve the information security problem brought by
the information technology application. The teaching contents are mainly covered by the following
aspects: information system security concept, network security equipment principle, security-
related basic concepts (vulnerability, threat, attack, security risk, security measures), access control
model, trusted computing standards, network security level protection design requirements. The
difficulties of teaching contents are described as followings: information system security
architecture, security requirements, design objectives and principles, security model, trusted root,
etc.

Recommended Textbooks/References:

1. Jianbiao Zhang. Network Security Architecture. Beijing: Science Press. To be published in 2020
2. Jianbiao Zhang, et al. Information Security Architecture. Beijing: Beijing university of
technology press. 2011.9

3. National Standard of the People's Republic of China (GB/T 22239-2019). Information Security
Technology — Baseline for Classified Protection of Cybersecurity

4. National Standard of the People's Republic of China (GB/T 25070-2019). Information Security

Technology—Technical Requirements of Security Design for Classified Protection of Cybersecurity
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0008185 Digital Logic Experiment

Course Number: 0008185

Course Title: Digital Logic Experiment

Course Type:Compulsory Course in Practice

Credit: 1.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Computer Science and Technology
Prerequisites: Advanced Language Programming of Computer

Evaluation Method: Experimental acceptance + Experimental report

Course Description:

Digital logic experiment is one of the compulsory courses for undergraduate students Major in
Computer Science and Technology. The main target of this course is to clarify how to apply the
theoretical knowledge learned in the digital logic course to design digital logic circuits with EDA
software, make students to master the analysis, design and debugging methods of modern digital
logic circuit. This course is focus on the training of practical ability. The teaching contents are
mainly covered by the following aspects: mastering the analysis and design methods of
combinational logic circuits and sequential logic circuits, understanding programmable logic
devices and the design methods of modern digital systems, mastering the method of designing
digital logic circuits with advanced EDA tools and hardware description language, training students
how to debug circuits, troubleshoot circuit faults, and solve practical problems. The difficulties of
teaching contents are described as followings: adopting a top-down method for system structure
design, using hardware description language for modeling, simulation and verification.
Recommended Textbooks/References:
1.Digital Logic Experiment Instruction, self-edited, October 2019,
2.Jia Xibin, Wang Xiujuan, Wei Jianhua, Fundamentals of digital logic and Verilog hardware

description language, Tsinghua University Press, August 2012,
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0008153 Computer Networks Experiments

Course Number: 0008153

Course Title: Computer Networks Experiment

Course Type: Practical Requirements

Credit: 1.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Computer Networks

Evaluation Method: Experimental acceptance + Experimental report

Writer: Junxi Zhuang

Course Description:

Computer Networks Experiments is one of the Practical Requirements for undergraduate students
Major in information security. The main target of this course is to clarify the principles and theories
of computer networks. This course is focus on students' engineering practice abilities. The teaching
contents are mainly covered by the following aspects: LAN construction, design and
implementation of enterprise switching network, design and implementation of small security
network, WAN protocol practice. The difficulties of teaching contents are described as followings:
It enables students to understand deeply theoretical knowledge by the design and implementation
of network protocols. It enables students to design network interconnection engineering by the
comprehensive design of computer network interconnection. It enables students to solve actual
network engineering problem by the construction of enterprise networks.

Recommended Textbooks/References:

1. Computer Networks Experiment Instruction, self-edited, October 2020

2. Edited by Andrew S. Tanenbaum, Davi J. wetherall, translated by Yan Wei and pan Aimin,
computer network (5th Edition), Tsinghua University Press, 1st edition in March 2012, 17th printing
in November 2018
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0007375 Principles of Computer Organization Project

Course Number: 0007375

Course Title: Principles of Computer Organization Project

Course Type: Practical compulsory course

Credit: 1.5 Total Credit Hours: 45

Students: Undergraduate students majoring in Computer Science and Technology, Information

Security, Internet of things Engineering
Prerequisites: Principles of Computer Organization

Evaluation Method: Course participation + Task correctness check grade + Course design report
Writer: Zhu Wenjun

Course Description:

Principles of computer organization project is one of the practical compulsory courses for
undergraduate students Major in computer science and technology, information security and
internet of things engineering. The main target of this course is to guide students to know the whole
computer system at the system level, understand and master the working principle of each
component of the computer. This course is focus on deepening students’ understanding of the
concept of computer "space and time", enabling them to integrate the knowledge of computer
composition learned in theoretical courses, and learn the basic steps and methods of designing,
implementing, and debugging computer systems, improve the ability to analyze and solve problems,
and lay a solid foundation for improving the students' hands-on computer hardware practical skills.
The teaching contents are mainly covered by the following aspects: design, package and debug a
simple MIPS architecture model machine on EDA platform and hardware experiment platform. The
difficulties of teaching contents are described as followings: design and debugging of a model

machine.

Recommended Textbooks/References:

David.A Patterson,John.L.Hennessy,Computer Organization and Design:The Hardware/Software

Interface (Fourth Edition), China Machine Press, 01-2012.
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0002761 Curriculum Design for Data Structure

Course Number: 0002761

Course Title: Curriculum Design for Data Structure

Course Type: Required Courses

Credit: 2.0 Total Credit Hours: 60

Students: Undergraduate students majoring in Computer Science and Technology, Internet of
Things Engineering, Information Security.

Prerequisites: High-level Language Programming, Data Structures and Algorithms

Evaluation Method: Project realization+Experimental Report

Writer: Hang Su

Course Description:

The Curriculum Design for Data Structure is one of the practice courses for undergraduate
students Major in the College of Computer Sciences of Faculty of Information Technology. The
design practice for the data structure course is a comprehensive teaching practice process. The main
target of this course is to clarify applying students’ knowledge within the practical application of
the close and the larger problem on the computer. During the training process of analysis, design,
coding and debugging, the students can get a deep understanding of the algorithm and they can
firmly grasp the comprehensive application of data structure and algorithm design techniques. It can
enhance the ability of solve practical problems, and also develop project management capabilities
and teamwork spirit.

Arrangements of the subject in curriculum design, it is greater than curricular-on training in
terms of difficulty and depth. It is claimed to eventually submit a certain practical, user-friendly,
full-featured and basic reliable application. It reflects the important role of the design on the data
structures and algorithms.

Recommended Textbooks/References:
1. Zhang Ming,Wang Tengjiao, Zhao Haiyan. Data Structure and Algorithm. Beijing. Higher

Education Press. 2011.1.

2. Yan Weimin, Wu Weiming. Data Structure(C). Tsinghua University Press, 2017.8.
3. Zhang Naixiao, Qiu Zongyan. Data Structure - C++ and Object-Oriented Approach. Beijing,

Higher Education Press. 2003.4.

4. Clifford A S. Data Structure and Algorithm (C++) (2" Edition). Beijing. Publishing House of

Electronics Industry. 2010.1.

5. Michael Main, Data Structures & Other Object Using C++(3™ Edition). Beijing, Tsinghua
University Press. 2007.1.
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0010694 Integrated Design on System Security

Course Number: 0010694

Course Title: Integrated Design on System Security

Course Type: Practical Requirements

Credit: 2.0 Total Credit Hours: 60

Students: Undergraduate students major in Information Security

Prerequisites: Cryptography, Principles of Computing System, Operating System Theory and
Security

Evaluation Method: Course Design

Writer: Jun Hu

Course Description:

Integrated design on system security is a course design for undergraduate students Major in
Information Security. It is a characteristic course of information security in Beijing University of
technology. The main target of this course is to train students use information security technology
to design and implement an integrated secure solution of a system to protect an application
environment, during this course design, students should and search other required knowledge,
cooperate together to design , develop and integrate a security solution, test and evaluate this
solution, and finish the relate documents. .

Recommended Textbooks/References:
1. Hu jun, Shen changxiang, Gong bei, Trusted Computing 3.0 Engineering Fundamentals(The 2™
Version), Post & Telecom Press, 12-2018
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0008203 Integrated Curriculum Design of Network Security

Course Number: 0008203

Course Title: Integrated Curriculum Design of Network Security

Course Type: Practical Requirements

Credit: 2.0 Total Credit Hours: 60

Students: Undergraduate students majoring in Information Security

Prerequisites: Introduction to Computer Network

Evaluation Method: Paper

Writer: Xiaoning Jin

Course Description:

Integrated curriculum design of network security is one of the practical requirements courses for
undergraduate students Major in information security. Its aim is to enable students to truly
understand and master the relevant theories of network security and solve the complex problems of
actual network security by applying learned theoretical knowledge. The main target of this course
is to clarify initiative analysis of any weaknesses, technical defects or vulnerabilities in the system
by using the existing tools or written programs, digging out potential safety hazards, and repairing
them with corresponding defense methods. This course is focus on from the perspective of an
engineer, students will manually evaluate the security of network systems, computer operating
systems, WEB applications, network / IoT / smart devices. As a result, students will be able to design
solutions to complex engineering problems on their own, improve hands-on ability and boost
scientific research innovation through the practice of this course. The teaching contents are mainly
covered by the following aspects: network penetration project. The difficulties of teaching contents
are described as followings: malicious file identification software development.

Recommended Textbooks/References:

1.Liu Jing, Lai Yingxu. Introduction to Network Attacks and Defense. Beijing University of
Technology printing.2021

2.Xu Yan, Jia Xiaolu. A Practical Guide to Penetration Testing. Publishing House of Electronics
Industry.2020

3.Alexander Kott. Cyber Defense and Situational Awareness. China Machine Press.2019
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0007366 Work Practice

Course Number: 0007366

Course Title: Work Practice

Course Type: Practical Requirements

Credits: 4.0 Total Credit Hours: 120
Students: Information security majors

Prerequisites: None

Evaluation Method: Course participation+ reply grade
Writer: Zhenhu Ning

Course Introduction: (250-300 words)

Work Practice is a long-term professional internship in accordance with the spirit of the "New
Engineering" of the Ministry of Education and the requirements of the professional certification of
engineering education. Work Practice is scheduled in the 7th semester for 8 weeks. When students
have mastered most of the professional knowledge and have certain practical ability, the college and
enterprises jointly create opportunities for students. Students participate to solve certain practical
application problems, which enable students to understand more deeply Corporate culture, to be
familiar with possible future work environments, and to train students to independently solve
practical problems and teamwork skills.

The college selects well-known information security companies at home and abroad, and
jointly builds off-campus internship bases. Students gain awareness of society through practical
training and establish the concept of team work, which improve their professional ability and
communication ability by completing professional tasks. At the same time, students can understand
social needs early and participate in relevant skills training, which makes a foundation for their
employment and entrepreneurship, and enables students to adapt to the requirements of science and
technology and social development.

Recommended textbooks/References:

NO
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0008184 Graduation Project

Course Number: 0008184

Course Title: Graduation Project

Course Type: Practical Requirements

Credits: 8.0 Total Credit Hours: 120

Students: Undergraduate students majoring in Information Security

Prerequisites: None

Evaluation Method: Instructor evaluation + reviewer evaluation + defense group evaluation
Writer: Zheng Li

Course Introduction: (250-300 words)

Graduation project is a long-term professional practice link established according to the spirit
of "new engineering" of the Ministry of education and the requirements of engineering education
professional certification. The graduation project is arranged in the 8th semester for 16 weeks. On
the premise that the students have completed all the theoretical and practical courses and mastered
the theoretical basis, professional ability and practical ability of information security major, students
can complete the course independently through topics selection, data reading, selection and use of
development environment and tools, formulation of research, design and development plan, writing
of opening report, writing of graduation thesis (Dissertation) and participation in defense Through
the analysis, solution (including design and Implementation) and summary of paired problems,
further master the basic knowledge, basic technology and basic methods of the major,
comprehensively and flexibly use the basic theory and professional skills learned to solve practical
problems of information security discipline and specialty, and experience the solution process of
solving complex engineering problems, so as to get comprehensive training, so as to train students
to solve them The ability of complex problems, which makes a foundation for their employment
and entrepreneurship, and enables students to adapt to the requirements of science and technology
and social development, support the achievement of training objectives.

Recommended textbooks/References:

NO
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0008204 Practice on Principle of Firmware

Course Number: 0008204

Course Title: Practice on Principle of Firmware

Course Type: Practical Electives

Credit: 2.0 Total Credit Hours: 60

Students: Undergraduate students majoring in Information Security

Prerequisites: Principle of Firmware

Evaluation Method: Course participation + Experiment

Writer: Guan Wang

Course Description:

Being the first software carried out by computer system at post stage, the firmware BIOS is
responsible for initializing the hardware and booting the operating system. Therefore the BIOS is
considered as a very important part of computer system and indispensable to research on
information security. The main target of this course is to train the student to grasp the basic process
of developing UEFI BIOS, configuring method of developing environment, the whole structure of
UEFI BIOS, customizing method of UEFI BIOS, and developing method of EFI driver and
application. Through the experiment, the students can understand the working mechanism of
computer on mainboard level, find out the whole concepts of firmware, and acquire the ability of
developing UEFI BIOS. The course includes 4 experiments: the basis of development, the
developing of driver, the developing of RAM Disk and the developing of Secure USB disk.
Recommended Textbooks/References:

1.Vincent Zimmer. Beyond BIOS: Developing with the Unified Extensible firmware(second
edition).Intel press.2010

2.Zhenghua D.. UEFTI: Principles and Programming. China Machine Press, 2016.1

3.Unified Extensible Firmware Interface Specification,2023.5
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0004851 Curriculum Design of Security Protocols

Course Number: 0004851

Course Title: Curriculum Design of Security Protocols

Course Type: Practical Electives

Credit: 2 Total Credit Hours: 60

Students: Undergraduate students majoring in information security

Prerequisites: Introduction to Computer Network, Security Protocols

Evaluation Method: Paper

Writer: Yuwen Chen

Course Description:

Curriculum design of security protocols is one of the practical electives courses for undergraduate
students Major in information security. It is a comprehensive exercise after the “Security Protocols"
course. The main purpose of this course is to meet teaching content of the “Security Protocols"
course, the corresponding network security protocol validation and design operations. The main
target of this course is to clarify the design of the classic security protocol and security analysis,
students master the principles of network security and technology in practice. Students on the basis
of theoretical study, through the application of the knowledge learned to solve some practical
problems of network security. This course is focus on the real understanding and master the network
security theory, and the ability of programming. The teaching contents are mainly covered by the
following aspects: network security protocol validation and design. The difficulties of teaching
contents are described as followings: network security protocol design.

Recommended Textbooks/References:

1.Lai Yingxu, Tian Guo, Liu Jing. Network Security Protocol Analysis and Case. Tsinghua
University Press.2016

2.Lai Yingxu, Yang Zhen, Liu Jing. Network Security Protocol. Tsinghua University Press.2012
3.Jazib Frahim, Omar Santos, Andrew Ossipov. Cisco ASA All-in-One Next-Generation Firewall

(Third Edition). People's post Press.2016
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0004750 Application Security: Systems and Design

Course Number: 0004750

Course Title: Application Security: Systems and Design

Course Type: Optional course

Credit: 2 Total Credit Hours: 60

Students: Undergraduate students majoring in information security
Prerequisites: Computer network, Network attack and protection
Evaluation Method: Course participation + written exams
Writer: Zhen Yang

Course Description:

The course "Applied Security " is an optional one of 60 class hours for information security
majors.

Cyberspace security discipline is an interdisciplinary discipline related to computer,
communication, mathematics, physics, law, management and other disciplines. It is aimed at
cultivating cyberspace security specialists who serve in such fields as computer, communication,
e-commerce, e-government, and e-finance. With fast development of IT-application in China comes
the increasing challenge for cyberspace security, resulting in a great demand for network security
specialists, especially those with practical skills.

The course is aimed in cultivating in learners’ practical capacity based on their' grasp of the
basic theoretical knowledge in information content security, digital forensics, data security and
privacy protection, information hiding, etc. It is characterized by its strength in practice-oriented
instruction over 60 class hours for undergraduates majoring in information security in their third or
fourth year.

In this course, learners will explore methods and principles related to the application of security
technology base on such topics as network information acquisition technology, network information
cleaning and indexing technology, network information hiding technology, network information
filtering technology, network information recommendation technology, and network information
public opinion analysis technology. In addition, learners will also study typical methods such as top-
down, bottom-up, recursive solving, and modularization. Finally learners will be provided with
opportunities to participate in the design and implementation of large-scale complex systems for
cultivation of their engineering awareness and ability. All of these will pave way for learners’
effective involvement in security application in enterprises.

Recommended Textbooks/References:
1. Lai Yingxu, Liu Shiyu, Yang Zhen, Liu Jing, Ye Chao, et al. (ed.).Computer Virus Research and

Defense (second edition). Beijing: Tsinghua University Press, December 2019.



2. Zhang Ru, Liu Jianyi (ed.). Information content security, Beijing: Beijing University of Posts and

Telecommunications Press, October 2017.
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0008187 Object Oriented Programming

Course Number: 0008187

Course Title: Object Oriented Programming

Course Type: Major Electives

Credit: 2.5 Total Credit Hours: 40

Students: Undergraduate students majoring in Computer Science and Technology
Prerequisites: High-Level Language Programming

Evaluation Method: Course participation + experiment + written exams

Writer: Huirong Yang

Course Description:

Object oriented programming (OOP) is a widely used computer programming architecture. It
achieves three main goals of software engineering: reusability, flexibility and expansibility. Our
course analyzes the basic idea of OOP and the implementation mechanism of Java language,
discusses the methods of OOP and cultivates students' ability to analyze and solve problems
with object-oriented method. Students are required to master the basic idea of OO and related
basic concepts and methods, to master the implementation mechanism of Java language based
on OOP ideas, to master the basic syntax of Java language and the programming technology
under the Java integrated development environment. The students should also able to analyze
and solve general application problems with OO method. At the same time, students' ability of
OOA(Object-Oriented system Analysis) and OOD(Object-Oriented Design) is trained, the

ability of solving complex engineering problems is improved.

Recommended Textbooks/References:

1. Ye Naiwen, Wang Dan, Yang Huirong. Object oriented programming (3rd Edition). Tsinghua
University Press. August 2013

2. Xing Guobo, Yang Chaohui, Guo Qing, Xu Zunyi. Java object-oriented programming.
Tsinghua University Press. June 2019

3. Liu Yanjun, Zhang Renwei, manzhiqiang. Java object-oriented idea and program design.

People's Posts and Telecommunications Press. November 2018
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0008211 Information Theory and Coding Theory

Course Number: 0008211

Course Title: Information Theory and Coding Theory

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security, computer science and Internet
of Things

Prerequisites: Probability Theory

Evaluation Method: Course participation + written exams
Writer: Nan Jiang

Course Description:

Matter, energy and information are the three main elements that make up the world. Information
theory and coding to be studied is information, it uses probability theory and mathematical statistics
to study information, information entropy, communication system, network transmission, data
representation, data compression, cryptography and other issues, is the basis of the whole
information discipline. Through the study of this course, students have a preliminary understanding
of information theory, familiar with the ideas of using information theory to analyze and solve
problems, master the basic methods of data coding, and lay a foundation for the research and
application of information security.

Recommended Textbooks/References:

1. Jiang Nan, Wang Jian. Information Theory and Coding Theory (The second edition). Beijing:
Tsinghua University Press, May 2021

2. Coleman. The basis of information theory. Beijing: Machinery Industry Press, January 2008

3. Fu Zuxuan. Information Theory: Basic Theory and Application. Beijing: Electronic Industry
Press, February 2015

4. Shen Shixuan, Chen Lusheng. Information Theory and Coding Theory. Beijing: Science Press,
October 2010
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0008217 Information Content Security

Course Number: 0008217

Course Title: Information Content Security

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security
Prerequisites: Advanced mathematics, Principles of Computer Organization

Evaluation Method: Course participation + written exams
Writer: Wei Ma

Course Description:

Information content security is essential to maintaining green cyberspace. The objective of this
course is to lay foundation for students to be engaged in research and product development in the
field of and related fields to information content security, by helping them 1) have a comprehensive
and systematic understanding of information content security; 2) understand the importance of
maintaining green cyberspace; 3) master the basic concepts, principles and key technologies of
information content security; 4) comprehend the latest research outcome in information content
security. The contents of this course include data acquisition from Internet, information content
representation and analysis, biometric authentication, digital watermarking and copyright protection,
information filtering, and public opinion monitoring.

Recommended Textbooks/References:

1. Zhou Xueguang, et al., Information Content Security, Wuhan University Press, 2012

2. Li Jianhua, et al., Information Content Security Management and Application, China Machine
Press, 2010

3. Yang Libin, et al., Cyberspace Information, Tsinghua University Press, 2017
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0008212 Principle of Firmware

Course Number: 0008212

Course Title: Principle of Firmware

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security
Prerequisites: Advanced Programming Language

Evaluation Method: Course participation + Experiment
Writer: Guan Wang

Course Description:

Being the first software carried out by computer system at post stage, the firmware BIOS is

responsible for initializing the hardware and booting the operating system. Therefore the BIOS is

considered as a very important part of computer system and indispensable to research on

information security. The main target of this course is to clarify the roles of firmware, architecture

of firmware, basic concept of UEF]I, architecture of UEFI and the responsibilities of main parts of

UEFI. Through the study of the course, the students can understand the working mechanism of

computer on mainboard level, find out the whole concepts of firmware, grasp the method of

developing BIOS. The basic topics include: the basic concept and architecture of UEFLLUEFI driver

model, PEI (Pre-EFI Initialization) ,DXE (Driver Execution Environment) , the method of

developing UEFL

Recommended Textbooks/References:

1.  Vincent Zimmer. Beyond BIOS: Developing with the Unified Extensible firmware(second
edition).Intel press.2010

2. Zhenghua D.. UEFTI: Principles and Programming. China Machine Press, 2016.1

3. Unified Extensible Firmware Interface Specification,2023.5
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0010679 Network Protocol Analysis and Design

Course Number: 0010679

Course Title: Network Protocol Analysis and Design

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security

Prerequisites: Introduction to Computer Network

Evaluation Method: Paper

Writer: Jing Liu

Course Description:

Network protocol analysis and design is one of the major electives courses for undergraduate
students Major in information security. As communication between people is necessary to follow
certain rules, the mutual communication between computers need to comply with certain rules, these
rules are called network protocols. Network protocol is the basis of the network, the development
of the network relies on network protocols. Each protocol has its practical application and security
flaw. This course is one of the best courses in network security theory and practice. The main target
of this course is to clarify the major network protocols involved at each layer. Depth analysis of the
design of major network protocols, processes, the problems they are facing and the security issues
facing. This course is focus on principles, practices and security risks of each network protocol.
Illustrate how to design and write network protocols with security mechanisms, and test the written
protocols. The teaching contents are mainly covered by the following aspects: each network protocol
focuses on principles, practices and security risks of three aspects of mastery. The difficulties of
teaching contents are described as followings: design and write network protocols with security
mechanisms.

Recommended Textbooks/References:

1. Liu Jing, Lai Yingxu. Network Protocol Analysis. Beijing University of Technology
printing.2021

2. Kou Xiaorui, Cai Yanrong, Zhang Liancheng. Network Protocol Analysis (2nd Edition). China
Machine Press.2018

3. Wang Xiaohui, Li Yawei. Network Packet Analysis with Wireshark. Tsinghua University
Press.2015

4. Liu Biao. Network Programming and Layered Protocol Design (Linux Platform). China
Machine Press.2011
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0008208 Building Security for Developing Software

Course Number: 0008208

Course Title: Building Security for Developing Software
Course Type: Major Elective Course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Advanced Language Programming, Introduction to Cyberspace Security

Evaluation Method: Course participation + Experiment
Writer: Weiru WANG
Course Description:

{ Building Security for Developing Software ) is one of the major elective courses for
undergraduate students Major in Information Security. The main target of this course is to clarify
how to apply the software security development process and information security technology to
solve the practical problems of software engineering. In order to improve the level of security
development, establish the awareness of security development, enhance the understanding of
software security threats, the ability to apply technology and tools to solve practical problems, and
train practical network security talents, this course is focus on the technology, methods and tools to
improve software security between the software development process by practical teaching. The
teaching contents are mainly covered by the following aspects: software security, overview of
software security vulnerability, control and related regulatory requirements, analysis of typical
software security vulnerabilities, software security development models, security technologies,
methods, and tools involved in all aspects of the software security development life cycle etc. The
difficulty of teaching contents are the discovery, response and prevention of software security
vulnerability.

Recommended Textbooks/References:

1. Chen Bo, Yu Ling, Software Security Technology, China Machine Press, 06-2018

2. Zhang Jian, Software Security Development, University of Electronic Science and Technology

Press, 02-2015
3. Ren Wei, Software Security, National Defense Industry Press, 07-2010
4. John Viega , Gary McGraw, Building Secure Software, Addison-Wesley, 2008

5. Michael Howard et al, The Security Development Lifecycle, Publishing House of Electronics
Industry, 01-2008
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0004886 Law Fundamentals about Information Security I

Course Number: 0004886

Course Title: Law Fundamentals about Information Security
Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students of all majors in BJUT
Prerequisites: Thought Morals Tutelage and Legal Foundation
Evaluation Method: Course participation + written exams
Writer: Yuguang Yang

Course Description:

The development of information networks requires strong legal protection. The legal
construction related to information networks is also the basis for the development of information
networks and their security technologies. To ensure information security, countermeasures must be
sought from both technical and legal perspectives. Therefore, the Information Security Law plays
an important role in ensuring information security and punishing information crimes. The course
objective of this course is to impart legal knowledge related to information security to students
through the introduction of legal provisions and classic cases related to information security, so that
students can systematically grasp the laws and regulations related to information security, enhance
their information security awareness, and analyze new legal issues emerging in the computer
network environment. The teaching contents are mainly covered by the following aspects: the
concept and types of crime, computer crime, national security law, network security law,
confidentiality law, cryptography law, domain name right, privacy right, personal information
protection law, electronic evidence, computer software protection regulations, information network
dissemination rights protection regulations, electronic signature law, e-commerce law, artificial
intelligence legal regulations, and other relevant laws and regulations.

Recommended Textbooks/References:

1. Zhong-Wen Chen, Yong-Hao Mai. Standards and Law about Information Security (Third Edition).
Wuhan: Wuhan University Press. 2017.9.1.

2. Bing Xia. Cybersecurity Law and Cybersecurity Level Protection 2.0. Electronic Industry Press.
2017.01.

3. Huang Bo, Bo Huang, Yang-Yang Liu, Jin Li. Information Security Law and Case Study. Qinghua
University Press. 2012.

4. Compilation of confidential laws and regulations of the People's Republic of China (Second

Edition). Law Press. 2019.07.
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0004923 Information Hiding

Course Number: 0004923

Course Title: Information Hiding

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security, computer science and Internet
of Things

Prerequisites: None

Evaluation Method: Experiment+Course participation + written exams
Writer: Nan Jiang

Course Description:

Information hiding technology is an important information security technology, this course mainly

to image information hiding, introducing the basic knowledge of the carrier, cryptography, digital

watermarking, information hiding applications (copyright protection, image tampering and anti-

counterfeiting identification, etc.). Through the study of this course, students have a basic

understanding of information hiding, master the basic concepts and methods of information hiding,

and lay a solid foundation for the research and application of information hiding.

Recommended Textbooks/References:

1. LuZheming, Yu Tingyuan, Ji patriotic. An overview of information hiding. Beijing: Electronic
Industry Press, November 2014

2. Zhang Lihe. Perspective information is hidden. Beijing: National Defense Industry Press,
February 2007

3. Ge Xiuhui. Information hiding principle and application. Beijing: Tsinghua University Press,
October 2009

4. Wang Lina, Zhang Huanguo. Information hiding technology and application. Wuhan University
Press, August 2003
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0010146 Security of deep neutral network and Al technology

Course Number: 0010146

Course Title: Security of deep neutral network and Al technology

Course Type: Subject Elective

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Computer and Information Security
Prerequisites: Network Attack and Protection

Evaluation Method: Course participation + paper
Writer: Yuwen Chen

Course Description:

Security of deep neutral network and Al technology is one of the subject elective courses for
undergraduate students Major in computer and information security. The main target of this course
is to clarify data security and data privacy in neural network. This course is focus on homomorphic
based neural network, a sever conduct data mining technology on the ciphertext, and will get results
based on ciphertext. First, some homomorphic encryption method is discussed, second, some
homomorphic based neural network is discussed. The teaching contents are mainly covered by the
following aspects: the principle of homomorphic encryption, foundation knowledge of neural
network, the structure of CryptoNets, homomorphic encryption methods used by CryptoNets. The
difficulties of teaching contents are described as followings: Implementation of homomorphic
encryption, the training process of neural network, testing of the homomorphic encryption on
specific data, the CryptoDL technology.

Recommended Textbooks/References:

1.Zhihua Zhou, Machine Learning, Tsinghua university press, January-2016

2.1an Goodfellow, Deep Learning, Post & Telecom press, October 2017

3.Francois Chollet, Deep learning with Python, Post & Telecom press, October-2018

4.Andrew W. Trask, Grokking Deep Learning, Tsinghua university press, December-2019
5.Aurélien Gér, Hands-On Machine Learning with Scikit-Learn & TensorFlow, Southeast university

press, January-2017
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0004863 Introduction of Trusted Computing

Course Number: 0004863

Course Title: Introduction of Trusted Computing

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students major in Information Security

Prerequisites: Cryptography, Principles of Computing System, Operating System Theory and
Security

Evaluation Method: Practicum + Online Training +Online Design
Writer: Jun Hu

Course Description:

Introduction of trusted computing is a specialty-limited course for undergraduate students
Major in Information Security. It is a characteristic course of information security in Beijing
University of technology, adopts online and offline hybrid teaching methods. The main target of
this course is to let students build the network security view based on the trust and security,
understand the basic comcepts about trusted computing, practice how to use trusted computing in
cryptography and secure policy manage, and try to improve a security design with trusted
computing. The teaching contents are mainly covered by the following aspects: the network
security view based on trust and security, the basic concepts of trusted computing, trusted
computing in cryptography, trusted computing in system security, and the application of trusted
computing. The difficulties of teaching content are described as follows : trusted computing in
cryptography, the application of trusted computing.

Recommended Textbooks/References:

1.Hu jun, Shen changxiang, Gong bei, Trusted Computing 3.0 Engineering Fundamentals(The 2"
Version), Post & Telecom Press, 12-2018

2.Zou Deqing, Qiang Weizhong, Jin hai. Trusted Computing Technology and Application. Science
Press.2011

3.Zhang Huanguo, Zhaobo, etc. Trusted Computing. Wuhan University Press, 2011.

4.Trusted Computing Group, TCG Software Stack(TSS) Specification Version 1.2 1-2006.1

http://www.trustedcomputinggroup.org
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0010062 Edge Computing Security

Course Number: 0010062

Course Title: Edge Computing Security

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security
Prerequisites: Computer Network, Network Security Protocols

Evaluation Method: Written Exam
Writer: Junxi Zhuang

Course Description:

Edge Computing Security is one of the Major Elective courses for undergraduate students Major in
information security. The main target of this course is to clarify security challenges and security
protection methods of edge computing. This course is focus on theory and practical engineering
capabilities of edge computing security. The teaching contents are mainly covered by the following
aspects: edge computing security architecture, edge computing protection system, edge computing
node security, edge computing network security, edge computing application security. The
difficulties of teaching contents are described as followings: Master the security architecture and
key security technologies of edge computing from edge computing network and edge computing
terminal and edge computing application. The difficulties of teaching contents are described as
followings: how to improve the students' practical engineering capabilities by the integration of
edge computing security theory and edge computing applications.

Recommended Textbooks/References:

1.CHANG Rui, XIE Yaobin, SHEN Wenbo, MIAO Xinliang, ZHOU Yajin. Tsinghua University
Press, 2022

2.SHI Weisong, Liu Fang, Sun Hui, Pei Qingqi, Edge Computing, Science Press, 2018

3.MIAO Gangzhong, LUO Yonglong, TAO Tao, CHEN Fulong, Network Security Attack and
Defense Technology-Mobile Security, Science Press, 2018

4.Zhang Jun. Edge Computing Method and Engineering Practice, Electronics Industry press, 2019
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0010093 Industrial Internet Security

Course Number: 0010093

Course Title: Industrial Internet Security

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students major in Information Security
Prerequisites: Introduction to Computer Network

Evaluation Method: Written Exam
Writer: Jing Zhan

Course Description:

With the rapid development of next generation technology of information and manufacture,
industrial internet security becomes new network infrastructure and is vital to smart manufacturing,
which faces great security challenge and requires qualified personnel. Industrial internet security
takes security as the main line, systematically introduces related security threat, concepts, key
technologies and use cases. The student can learn industrial internet security in the view of both
industrial control system and industrial internet platform.

Recommended Textbooks/References:

1. LaiYingxu, Yang Zhen, Fan Kefeng, Liu Xiangang, Liu Jing, Yang Shengzhi. Industrial Control
System Security. Xidian University Press, 2019

2. Min Huaizhi. Industrial Internet Security, Architecture and Methodology. China Science
Publishing & Media Ltd, 2019

3. Yao Yu, Zhu Liehuang, Wu Chuankun. Industrial Control Network Security, Technology and
Practice. China Machine Press, 2017
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0008213 Data security and Privacy Protection

Course Number: 0008213

Course Title: Data security and Privacy Protection

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Cryptography, Introduction to Cyberspace Security

Evaluation Method: Course participation + written exams

Writer: Li Lin

Course Description:

Data security and Privacy Protection is one of the Faculty of information and Technology’s courses
for undergraduate students Major in Information Security. The main target of this course is to clarify
how to solve the problem of data security and privacy protection in the era of large data. The
teaching contents are mainly covered by the following aspects: the basic concept of big data and the
resulting new security challenges, big data security and privacy protection framework design, key
technologies such as data security storage, data security retrieval, data security processing and
privacy protection so on. This course is focus on big data security and privacy protection framework
and key technologies such as data security storage, data security retrieval, data security processing
and privacy protection. The difficulties of teaching contents are described as followings: data
security storage technology, data security retrieval technology, data security processing technology
and privacy protection technology.

Recommended Textbooks/References:

1. Feng Deng-guo et al., Big Data Security and Privacy Protection, Tsinghua University Press,
December 2018.

2.Shi Rui-sheng Ed., Big Data Security and Privacy Protection, Beijing University of Posts and
Telecommunications Press, May 2019.

3. Zhang Ni et al., Big Data Security Technology and Application, Posts and Telecommunications
Press, May 2014.

4. Liu Chi, Big Data Governance and Security: from Theory to Open Source Practice. China
Machine Press, September 2017.

5. Kang Hai-yan, Privacy Protection and Information Security. Beijing University of Posts and
Telecommunications Press, January 2016.

6. Li Feng-hua, Li Hui et al., Theory and Technology of Privacy Computing, Posts and

Telecommunications Press, April 2021.
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0008209 Reverse Engineering

Course Number: 0008209

Course Title: Reverse Engineering

Course Type: Major Electives

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Advanced Language Programming, Assembly Language Programming

Evaluation Method: Course participation + written exams
Writer: Yubo Wang

Course Description:

Reverse engineering is a limited course for undergraduates majoring in information security. The
task of this course is to guide students to understand the program code from a low-level perspective,
and further understand the relevant knowledge of the program code. Cultivate their reverse thinking
and master the core principles and concepts of reverse engineering. In addition to learning
knowledge, we should also learn static and dynamic code analysis, specific information search and
other typical technologies; provide students with the opportunity to participate in reverse
engineering, and cultivate their engineering awareness and ability. Reverse engineering focuses on
the application of analysis technology and software debugging analysis and detection tools, which
provides a practical method for understanding the complexity of software code and clarifying the
"truth". The difficulty lies in examining the existing programs from a new low-level perspective in
order to evaluate the security level of the software, improve the security level, check the malicious
code in the software, find the security vulnerabilities in the software products, and be compatible
with the existing programs when developing the security products.

Recommended Textbooks/References:

1.Li Chengyuan, translated by Wu Chuanhai, Core Principles of Reverse Engineering, People’s post
and Telecommunications Press, May-2014

2.Ning Shulin, Practical Technology of Software Reverse Analysis, Beijing University of
Technology Press, March-2013
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0010135 Blockchain Security Technology

Course Number: 0010135

Course Title: Blockchain Security Technology

Course Type: major elective course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in information security
Prerequisites:

Evaluation Method: Course participation + written exams
Writer: Haiyang Yu

Course Description:

This course analyzes and introduces in depth the core technology of blockchain, blockchain
security mechanism, blockchain and security technology. In terms of core technology, the
cryptographic foundation, consensus mechanism, smart contracts, and typical projects of the
blockchain were introduced. In terms of security mechanisms, the security mechanisms for data,
transactions, privacy, and supervision in the blockchain are introduced. In terms of blockchain and
security technology, the typical applications of blockchain in security technologies such as big data,
identity authentication, the Internet of Things, and distributed storage are highlighted.
Recommended Textbooks/References:
1.Zhu Jianming, Gao Sheng, Duan Meijiao, etc. Blockchain Technology and Application.
Mechanical Industry Press, 2018.
2.Wang Feiyue, Yuan Yong. Blockchain theory and method. Tsinghua University Press, 2019.
3.Rajneesh Gupta, translated by Sun Guozi. Blockchain security practice. Machinery Industry Press,
2019
4.Huang Lianjin, Wu Sijin, Cao Feng, Ji Zhoudong, etc. Blockchain Security Technology Guide.
Machinery Industry Press, 2018
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0008216 Information Security Standard

Course Number: 0008216

Course Title: Information Security Standard
Course Type:Optional course

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Computer and Information Security Speciality
Prerequisites: No Prerequisite

Evaluation Method: Course participation + written exams

Writer: Yong Zhao

Course Description:

Information Security Standard is one of the Optional courses for undergraduate students Major in
Computer and Information Security Speciality. The main target of this course is to teach students
the information security engineering knowledge and methods as well as develop their ability to solve
real problems. The students are required to grasp the developing background, terminology, core
content and related relationship of the standard, so that they have a basic understanding of relevant
international and domestic information security standards, so as to have a general understanding on
the whole. This course is focus on the implementation of information security engineering as the
main line and the national level protection policy as the core. Based on the analysis of typical and
core security requirements, safety construction and implementation, safety evaluation and the
explanation of safety management and other information security standards. The difficulties of
teaching contents are described as followings: information security construction and evaluation

system and methodology.

Recommended Textbooks/References:

1. Guo Qiquan. Information security classification protection policy training course. Publishing
House of Electronics industry.2016

2. GB/T22240-2008. Information security technology- Classification guide for classified
protection of information system.

3. GB/T22239-2019. Information security technology Baseline for classified protection of
cybersecurity

4. GB/T 25070-2019. Information security technology — Technical requirements of security

design for classified protection of cybersecurity
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http://search.dangdang.com/?key3=%BB%FA%D0%B5%B9%A4%D2%B5%B3%F6%B0%E6%C9%E7&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=%C5%A3%C9%D9%D5%C3&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key3=%BB%FA%D0%B5%B9%A4%D2%B5%B3%F6%B0%E6%C9%E7&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=%CA%AF%C8%F0%C9%FA&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key3=%B1%B1%BE%A9%D3%CA%B5%E7%B4%F3%D1%A7%B3%F6%B0%E6%C9%E7%D3%D0%CF%DE%B9%AB%CB%BE&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=%B7%B6%D4%A8&medium=01&category_path=01.00.00.00.00.00

0009394 Freshman Seminars

Course Number: 0009394

Course Title: Freshman Seminars

Course Type: Major Independents

Credit: 1.0 Total Credit Hours: 16

Students: Undergraduate students majoring in Information Security
Prerequisites: No

Evaluation Method: Course participation + Report
Writer: Weimin Shi
Course Description:

Freshman Seminars is one of the autonomous courses for undergraduate students Major in
Information Security of College of Computer Science and Technology. The main target of this
course is to clarify the status and role of information security in social and economic development,
Professional training objectives and graduation requirements and curriculum system, Professional
development process and current situation and employment prospects, Key technologies and
advanced technologies of information security, Sources and acquisition methods of professional
literature. This course is focus on information security advanced technology. The teaching contents
are mainly covered by the following aspects: "Into the Information Security Major", "Talking about
Information Security Technology", "Quantum Technology and Information Security", "Blockchain
Technology and Security", "Information Security in the New Computing Environment". The
difficulties of teaching contents are described as followings: Key technologies and advanced
technologies of information security.

Recommended Textbooks/References:

1.Zhang JianBiao. Lai YingXu. Shi WeiMin. Information Security Architecture. Beijing University
of Technology Press. September 2011.

2.Yan YiXian. Niu XinXin. Brief History of Information Security. Machinery Industry Press. March
2017.

3.JUS] F.G. Major. The evolution of modern navigation-the rise of quantum technology. National
Defense Industry Press. June 2018.

4.Chen Hui. Cryptographic frontier technology-from quantum inaccurate cloning to perfect DNA
replication. National Defense Industry Press. June 2015.

5.Huawei Blockchain Technology Development Team. Blockchain Technology and Application.
Tsinghua University Press. March 2019.

6.Huang LianJin, Wu SiJin, Cao Feng, Ji ZhouDong, etc. Blockchain Security Technology Guide.
Machinery Industry Press. May 2018


http://search.dangdang.com/?key2=赖英旭&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=侍伟敏&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=%D1%EE%D2%E5%CF%C8&medium=01&category_path=01.00.00.00.00.00
http://search.dangdang.com/?key2=%C5%A5%D0%C4%D0%C3&medium=01&category_path=01.00.00.00.00.00

7.Yang DongXiao, Zhang Feng, Chen ShiYou. Cloud Computing and Cloud Security. Tsinghua
University Press. May 2020.

8.[US] Brian Russell, Drew Van D. Internet of Things Security. Machinery Industry Press. April
2020.

9.Niu ShaoZhang. Mobile Internet Security. Machinery Industry Press. May 2020.

10.Shi RuiSheng. Big Data Security and Privacy Protection. Beijing University of Posts and
Telecommunications Press. May 2019.

11.Fan Yuan. Smart City and Information Security (Second Edition). Electronics Industry Press.
September 2016.
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0007384 Cognitive Practice

Course Number: 0007384

Course Title: Cognitive Practice

Course Type: independent course

Credit: 1.0 Total Credit Hours: 16

Students: Undergraduate students majoring in information security

Prerequisites:

Evaluation Method: Course participation + reports

Writer: Haiyang Yu

Course Description:

Cognitive Practice is one of the independent courses for undergraduate students Major in
information security. This course is mainly through visits, learning, exchanges and lectures, so that
students have a deep understanding of the actual working environment and the frontier of
technological development trends related to the profession, and increase their understanding of the
future development of the profession and their own future development. Cognitive internships aim
to increase students’ awareness of majors through visits to major-related companies, inter-school
exchanges, and lectures with field experts, so that students can understand the relationship between
the actual work in related fields and the content of university majors, The development trends and
frontiers of related fields, and the future employment of students.

Recommended Textbooks/References:
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0008163 Assembly Language Programming

Course Number: 0008163

Course Title: Assembly Language Programming

Course Type: Independent Courses

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security

Prerequisites: Principle of computer organization

Evaluation Method: Course participation + written exams

Writer: Cai Min

Course Description:

Assembly Language Programming is a major elective course offered by the Faculty of Information
for undergraduate students majoring in Information Security. The objective of this course is to
systematically cultivate students' understanding of assembly language programming, enabling them
to delve deeply into the theory of computer systems and further grasp how high-level programming
languages are converted and executed at the lower levels. Key teaching content includes: a detailed
introduction to the format of assembly language, the use of pseudo-instructions and macro
instructions, exploration of the principles of branching, looping, and subroutine design in program
development, elaboration on the development and debugging process of assembly programs, in-
depth interpretation of CPU architecture and its operational principles, as well as instruction
scheduling, efficient memory management, and basic input/output processing techniques. The
challenging aspects of the course content are: the organization of variables in assembly language, a
deep understanding of addressing mechanisms, the logic of handling loops and branches at the
machine instruction level, and the methods of parameter passing and management during function
calls.

Recommended Textbooks/References:

1. Yi Xiaolin, Zhu Wenjun, Lu Pengcheng, Fang Juan, Mao Guojun. Principles of Computer
Composition and Assembly Language. Beijing: Tsinghua University Press, 2009

2. Shen Meiming, Wen Dongchan. IBM-PC Assembly Language Programming (Second Edition).
Beijing: Tsinghua University Press, 2001

3. Bu Yanping, Zhou Wei. Assembly language programming tutorial (second edition). Beijing:
Tsinghua University Press, 2007

4. Li Guoan, Li Min. Assembly language programming technology. Zhengzhou: Zhengzhou
University Press, 2007
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0010122 Cryptographic Applications

Course Number: 0010122

Course Title: Cryptographic Applications

Course Type: Major Independents

Credit: 2.0 Total Credit Hours: 32

Students: Undergraduate students majoring in Information Security
Prerequisites: Cryptography

Evaluation Method: Course participation + written exams

Writer: Yuguang Yang

Course Description:

The course is one of the major independents for undergraduate students majoring in
Information Security. The main target of this course is to clarify the fundamentals and applications
of cryptographic protocols to undergraduate students majoring in Information Security and train
them to have the capability of solving the specified information security problems by applying
related cryptographic algorithms and protocols. This course is focus on the applications of
cryptographic protocols and algorithms. The teaching contents are mainly covered by the following
aspects: the basic concepts of cryptography, special digital signature, key management, electronic
cash and secure electronic payment, secure electronic voting, and secure multi-party computation,
cryptographic law and so on.

Recommended Textbooks/References:

1.Xiang-Dong Hu, Qin-Fang Wei, Rong Hu. Applied Cryptography, Electronic Industry Press, 05-
2019.

2.Richard E. Blahut. Modern cryptography and its applications. China Machine Press, 05-2018.
3.Shi-Zhong Wu, Shi-Xiong Zhu, Wen-Zheng Zhang, et al. Applied Cryptography: Protocols,
Algorithms, and Source Code in C (Second Version), China Machine Press, 01-2014.


https://fanyi.sogou.com/?keyword=Electronic%20Industry%20Press&fr=websearch_submit&from=en&to=zh-CHS
https://book.jd.com/writer/Richard%20E.%20Blahut_1.html
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0010711 Academic writing

Course Number: 0010711

Course Title: Academic writing

Course Type: Subject Elective

Credit: 1.0 Total Credit Hours: 16

Students: Undergraduate students majoring in Computer and Information Security

Prerequisites: none

Evaluation Method: Course participation + paper

Writer: Yuwen Chen

Course Description:

Academic writing is one of the subject elective courses for undergraduate students Major in
Computer and Information Security. The main target of this course is to clarify how to write
academic papers, to help students write thesis and scientific publications and gain the skills, abilities,
and methods to write final thesis. This course is focus on paving a way for students to communicate
with others and lay the foundation for conducting scientific research, as paper is an important way
of revealing research results. The teaching contents are mainly covered by the following aspects:
evaluation standard of journals, how to write a summary, how to write a thesis. The difficulties of
teaching contents are described as followings: reference manage software, the main content of an
abstract, how to extract key words.

Recommended Textbooks/References:

1. Sunwei Zhang, Bosheng Li, Xun Zhang, Introduction to scientific writing (5" Edition), Chemical
Insustry Press, February-2017

2.Yuhao Li, Writing English Research Papers, [ntellectual Property Publishing House, August-
2013

3.Rowena Murray et al., The handbook of Academic writing: a fresh approach, Shanghai
educational publishing house, June-2011

4. Yulei Wang, Guidelines for writing and publishing academic papers,  China Renmin University
Press, September-2017

5.Halen- Sword, Air & Light & Time & Space How Successful Academics Write, People’s

education Press, December-2018
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0010709 Subject Frontiers

Course Number: 0010709

Course Title: Subject Frontiers

Course Type: Independent course

Credit: 1.0 Total Credit Hours: 16

Students: Undergraduate students majoring in information security

Prerequisites:

Evaluation Method: Reports

Writer: Haiyang Yu

Course Description:

Subject Frontiers is one of the courses for undergraduate students Major in information security.
The main target of this course is to clarify XXX. This course mainly introduces the branches of
information security, and introduces the cutting-edge theories and work in each direction, focusing
on the frontiers of cryptography, network security, data security, software security, artificial
intelligence security, and distributed security.

Recommended Textbooks/References:
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